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Trustworthy System Security through 3-D Integrated Hardware 
 
http://www.cs.ucsb.edu/~arch/RCsec/
Goal: Build trustworthy systems using COTS hardware components 
Problem: Integrating specialized security mechanisms is too costly 
Idea: Augment a commodity IC after fabrication with a separate layer of security circuitry 
Anticipated Benefits: Configurable, protected hardware security controls at reduced cost 
Problem: Cache-based side channels in Chip Multiprocessors (CMPs) 
Idea: Intercept and manage traffic destined for the cache-bus 
Application: Cache Management 
 
 
Problem: Detection of hardware subversion and information leakage 
Idea: Monitor and log the interactions of cores in the computation plane 
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